PEKOMEHJALIA
0 Mepax I10 TTOBLILIEHUIO 3aLIHIIeHHOCTH HHOPMaLIHOHHONH MH(PPACTPYKTYphI
obpasoBare/bHBIX yupexzaeHui Pocculickol ®efepanuu

Ananus cBefseHud 00 yrposax 6e30macHOCTH MHQOPMaLMK, [POBOAMMbIN
B YC/IOBHAX CKIajplBarollielics 0OCTaHOBKM, VyKasblBaeT Ha yBeJIWYeHHe YucC/a
KOMITLIOTEPHBIX aTaK H CBSI3aHHBIX C HUMH yTeueK MepCOHaNbHbIX JaHHBIX.

[TporomkaroT GuKcHUporaThes HakThl OOMBIIOTO KoMHueCTBa GUIUMHIOBBIX [THCEM,
MOMNbITOK BHeZIPEHMSI BHPYCOB-IIM(POBA/LIMKOB Yepe3 TOYTOBble BAOXEHHS, a TakKe
PacChIIOK 3aBeIOMO JIOXKHBIX coobiieHni 06 akTax TeppopH3Ma.

B uenax npenoTBpallleHUst peanu3alidd yrpo3 6e30macHOCTH HHGOpMaLMOHHON
HHpacTpyKTyphl obpa3oBaTenbHbIX yupexxgeHud Poccuiickoii @epepaiivud HeoOX0AHMO
TIPUHSATE JOMOMHUTENIbHBIE Mepbl 3aLLUTh! HH(bopMalHu:

1. ObecrieunTb IpHUMeEHeHHe CpeACTB AaHTUBHDYCHOW 3alliUThl M aHTHUCIIaMa,
a TaKkKe cBoeBpeMeHHOe 00HOB/IeHHe UX 6a3 JaHHbIX.

2. Hactpouts B CpeAcTRax aHTHBUDYCHOH 3aLL{MTH], aHTHUCIaMa
(TIp¥ HaJIMYKMK) NIPOBEPKY BCeX MOCTYIAUMX Ha 21eKTPOHHYIO TTOUTY BIOXKEHHIA.
3. [1pouH(pOpMUpPOBaTH To/Ib30BaTeeH MH(OpPMaLMOHHOH CHCTEMBbI

0 HeobxopumocTy GesonacHoi paboThl € 3/IeKTPOHHOH MOYTOH, a HMEHHO!

- BHUMaTe/IbHO NPOBEPAThL aJpeC OTIPaBUTe s, [JaXKe B CAydyae COBIa/leHHs UMeHH
C y’Ke U3BeCTHBIM KOHTAKTOM;

- He OTKPBIBaTh MMUCbMA OT HEU3BECTHLIX aflpecaTos;

- TIPOBEPATh ITUCbMa, B KOTOPBIX COZEPXKaTcsd TMPH3LIBbI K AeHCTBUAM (Hanpumep,
«OTKPOW», «IpOYUTal», «O3HAKOMbCS»), a TaKXXe C TeMaMH TIpo (MHaHChl, GaHKW,
reoroUTHUeCKYI0 00CTaHOBKY MJIM YTPO3bI;

- HE TIEPeXOJUTh TI0 CChIIKaM, KOTODBIE COZEPXKATCAd B 3/IeKTPOHHBLIX MMUCbMaX,
0Cc0oOCHHO ec/Ii OHU JJIMHHbIE WM Hao00pOT, UCMONL3YHOT CEPBUCH! COKPAllleHWA CChIIOK
(bitly, tinyurl.com u T. 1.);

- He Ha)KUMaThb Ha CCbUIKK M3 IIMCbMa, eC/IM OHH 3aMeHeHb! Ha CJI0Ba;

- IPOBEPATh CCHIIKY, JAaXKe eC/d MUCbMO II0JIyYeHO OT JPyroro I0/ab30BaTess!
“HOpPMaLMOHHON CHCTEMBI;

- He OTKpBLIBaTh BJOXKeHHs, OCOOBHHO ec/Ii B HHMX COJEepXaTcsd [AOKYMEHTL!
C MakpoCaMH, apXHUBbI C TIapo/siMH, a Takke ¢aiiisl ¢ paciuupenusmy RTF, LNK, CHM,
VHD;



-He TepeXoAMTh I10 CChUIKAM UM He CKauMBaTh (Pal/bl, CoZepKaliudecs
BO BXOJALUMX TIOYTOBBIX COOOLeHMAX, €CIH CpeACTBaMH AHTHUBMDYCHOW 3allMThbI
B YKa3aHHBIX BIOYKEHUsAX 0OHapy>KeHo BPeflOHOCHOe NIPOrpaMMHoe obecrieuenue;

- BHUMaTe/IbHO OTHOCHThCS K IMCbMaM Ha MHOCTPaHHOM s3blKe, C 6o/blunM
KO/TMUeCTBOM Ioayyaresieil U opdorpadguuecKMMH OLIHOKaMHy;

- B CJIyyae IOSIBJIEHUs] COMHEHHH, Halpae/aTh MOAy4YeHHOe MUCEMO KaK B/IOXKeHHe
a/IMUHUCTpaTopy HHGOPMALIMOHHOW CUCTEMBI.

4, AKTMBUPOBaTh (M0 BO3MOXXHOCTH) MeXaHHU3MbI [IDOBEPKH 3JIEKTPOHHOM I10YTHI,
POBEPKK TMOAAMHHOCTH JOMeHa-OTIpaBuTeNs (HarnpuMep, WCI0/Ib30BaTh TEXHOJIOTMH
DKIM, DMARC, SPF), a Takke HacTpOWTb IIPOBEPKY BXOAALUMX ITHCEM
C UCII0/Ib30BaHMEM 3THX TeXHOJIOTHH.

5. 3aboKMpoRaTE (rpu BO3MOXKHOCTH) TIoJlyyeHue TOJIL30BaTeIs
MH(OPMALIHOHHON CHCTEMBI B 3/1eKTPOHHBIX MUCbMax BAMKeHUH ¢ pacuuupeHusmu ADE,
ADP, APK, APPX, APPXBUNDLE, BAT, CAB, CHM, CMD, COM, CPL, DLL, DMG,
EX, EX_, EXE, HTA, INS, ISP, ISO, JAR, JS, JSE, LIB, LNK, MDE, MSC, MSI, MSIX,
MSIXBUNDLE, MSP, MST, NSH, PIF, PS1, SCR, SCT, SHB, SYS, VB, VBE, VBS,
VHD, VXD, WSC, WSE, WSH.

6. 3a6/10KMpORaTL LOCTABKY MHCEM OT 3apy0esKHBIX JOMEHOB-0TIIPaBUTe e,

7. ObecneunTs  peryasipHoe  OOHOB/IEHWE  MCIOAb3YeMOr0  TPOrpaMMHOro
obecrieyeHus, B TOM YKMC/Ie Ha CeTeBbIX YCTPOMCTBAX (MaplUpyTH3aTOPax, KOMMYyTaTopax).

8. ObecrieuuTs UCI0JIb30BaHKe yCTOHYMBBIX JJIMHHBIX napoJsei
aJMUHHUCTPATHBHBIX YUETHBIX 3allucei.

[Ipu mocTynyieHWH Ha ajpec 3/eKTPOHHOM MOUTH! 3aBeflOMO JIOKHOI0 COO0BIeHUS
06 akTe Teppopu3Ma HeOOXOJHUMO NPUHSATE CIeAYIOLHe Mepkl:

1. Moctynusiee coobieHye 06 akTe TeppopusMa He yAaJISATh.

2. OcylilecTBUTh  KOMMpOBaHHWEe TeKcTa coobmieHus 00 akTe Teppopuima
B BU/le CHUMKOB 3KpaHa yCTPO#cTBa (CKPUHILIOTOR MO0 (poToM300parkeHWH, MOTyUeHHBIX
ITOCPECTBOM LIM(MPOBOH GOTOPHKCALIHK).

2.1. Ha ckpuHiorax (doronusobparkeHusx) [LO/DKHA OTOOpaXkaTbCsl ClIefyrollast
uHbopmarus 06 obbekTe:

- Ha3BaHHWe TeMbl TMHCBMa (B TOM UHC/Ie eClIM TIMCBMO He KMMeeT Has3BaHMS:
«<be3 TeMbI>»);

- aZipec  MEKTPOHHOW  TMOYThI  OTIpaBUTeNs  THCbMAE,  3a(UKCHPOBAHHLIM
B r'pade, 0603HaUeHHONW PeKBU3UTOM «OT:»;

- Aara ¥ BpeMs OTIpaB/IeHHs MTHCbMa,



- TEKCT NUCbMa (BK/IKOUad TIOATMHCL K Hemy, Hampumep: «C yBaxenuewm, VBaH
VBaHOB»), KOTOPbIA MOXeT COAePKaTbCs HernoCpeACTBEHHO B MHCbME H/H/IH BO BIOXKEHHH
K HEMY B BH/le TTPHKPeIJIeHHOro (aiina.

2.2. 3aduKcupoBaTh Ha CKpHHIIOTe/(OTOM300paXKeHUM HaaMuMe B HHCbMe
BIOYKEHUSI, @ TaKXKe TP OTKPLITHH ero 3aMKCUpOBAaTh aHaJOTHUHBIM CIIOCODOM TeKCT,
KOTODPLIH OHO COZIePXKHT.

3. Ick/roudTh  KOTMMpOBaHMe TekcTa coobleHus 00  aKkTe  TeppopH3Ma
(ckpuHLIOTHI/GoTOU300paxKeHH) HeHa/1exaliero KayecTBa, 06ycnoBneHHOro
HeOpeXXHLIM KOTTUpOoBaHHeM, GoTorpaMpoBaHUEM TEKCTOB.

4. Tlpu HeBO3MOXHOCTH (HKcaluu coobiujeHuH o0 akTe Teppopusma B BHJAE
CKPUHILOTOB/(GOTOM306p@OKeHHH OCYLIECTBUTL WX (PUKCALMIO NOCPe/CTBOM byHKUMHA
KOTIMPOBAHMA M BCTaBKH B JoKymeHT Word (c coxpaHeHHWeM yKa3aHHOW HMH(pOpMaLWy
06 oGnekre).

5. O mocTynuBLIeM COOBLIEHHH 06 aKTe TeppOpHU3Ma He3amMe/IUTe/bHO COOOIHTE
[0 eAHHOMY HOMEpY BbI30Ba SKCTPEHHBIX OMepaTHBHBIX CyX6 «112» m1bo B Omikanwmi
OpraH BHYTPEHHHUX Jel.

MB/] Poccuun



